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1. Purpose
The purpose of this AI and Data Use Policy is for [Company Name] (the “Organization”) to provide clear direction to its Personnel on the acceptable use of Artificial Intelligence (AI) and Automated Decision-Making Technology (ADMT) systems as well as the rules by which data may be entered into them and for which their output may be used.
All Personnel are responsible for using AI and ADMT Systems in a productive, ethical, and lawful manner at all times. The Organization retains the right to monitor all Personnel use of all AI/ADMT Systems at all times.
2. Scope
a. Data
This policy applies to all “Data” which refers to any representation of facts, information, or concepts, in any form or medium, that is collected, stored, processed, generated, or transmitted by or through electronic, digital, or analog means.
b. Personnel
This policy applies to all Organization employees, contractors, and third‑party service providers (“Personnel”) who access or process data in the course of their work for or otherwise on behalf of the Organization.
c. Systems
This policy applies to all AI and ADMT tools, programs, software, hardware, devices, and other systems (together, “Systems”) used by the Organization’s Personnel for authorized business purposes, including in their dealings with third-party agents and vendors, and when using any Personnel’s personal devices for authorized business purposes.
3. Data Classification
The Organization’s data must be classified into the following Sensitivity Levels. A formal designation for each data is not required but is recommended. If data is not formally labeled, the user is expected to adhere to the descriptions given below. If the classification of data is ambiguous, approval must be gained before use. 
	Level
	Name
	Data Description
	Typical Content

	1
	Public
	Public-facing data
	Public website content, marketing collateral, FAQs

	2
	Internal
	Data meant for internal company use
	Internal memos, policies, non-sensitive data

	3
	Confidential
	Sensitive and/or Proprietary
	Sensitive company data 

	4
	Client
	Client’s proprietary information
	All proprietary and/or client-owned data, regardless of sensitivity

	5
	Regulated
	Regulatory compliance-enforced data; typically PII
	Personally Identifiable Information (PII), Personal Health Information (PHI), Payment Card Information (PCI)



4. Acceptable Use

a. Data Classification Levels

The following table describes into which Systems Data within each Data Classification is allowed to be entered. Level 5 data is explicitly prohibited from being entered into AI / ADMT Systems unless an addendum appropriate to the relevant regulatory environment (e.g., HIPAA, PCI, etc) is attached.
	Classification Level
	Prohibited
	ChatGPT Team
	Other

	1 – Public
	
	X
	X

	2 – Internal
	
	X
	

	3 – Confidential
	
	X
	

	4 -  Client
	X
	
	

	5 – Regulated
	X
	
	

	Other/Unclassified
	
	X
	X



b. Personnel
The following table describes which Personnel are allowed to enter data into each System.
	Group/Department
	Prohibited
	ChatGPT Team
	Other

	All Personnel
	
	X
	X



c. Contexts

The following table describes the specific contexts, data types, and/or business functions (“Contexts”) within which data may or may not be entered into Systems:
	Context
	Prohibited
	ChatGPT Team
	Other

	Employee Performance Evaluations
	X
	
	

	Hiring Decisions
	X
	
	

	All Others
	
	X
	X



All other Data Classifications, authorized Personnel, and Contexts must be authorized in advance in writing by the Organization, which retains the right to monitor all Personnel use of Systems at all times.
In no case are any of the following acceptable uses of Systems:
· To conduct or solicit illegal activities;
· Engage in or promote discriminatory, biased, or unethical practices;
· Infringe the rights of others, including privacy and intellectual property rights; or
· Interfere with the performance of the jobs or work of other Personnel.
This Policy is not intended to restrict communications or actions protected or required by state or federal law.
5. Human Oversight
All outputs generated by AI systems must be subject to appropriate human oversight, review, or supervision before being acted upon or communicated. Users are responsible for critically evaluating AI-generated content prior to using that content to make decisions, initiate actions, or distribute information. Under no circumstances should AI outputs be treated as inherently accurate, complete, or authoritative without verification. Each user is responsible for ensuring that all business use of AI-generated content aligns with organizational standards for quality, accuracy, professionalism, and compliance.
6. Security Controls

The following security controls must be maintained for all Systems:

a. Identity -  Identity is secured via Single Sign-On (SSO) to the Organization’s trusted identity provider (e.g., Entra ID) and/or Multi-Factor Authentication (MFA) is enforced.
b. Encryption – At minimum, data is encrypted in transit when transmitted over unsecured networks(e.g., the Internet). Consider full encryption of sensitive data both in transit and at rest. 

7. Compliance & Ethics
The Organization commits to these principles when developing or using AI / ADMT Systems:
a. Fairness & Non‑Discrimination – Systems and their output must not knowingly amplify biased, discriminatory, offensive, or inappropriate content.
b. Transparency – Material AI use is disclosed to affected individuals when reasonably practicable.
c. Accountability – A named AI Owner is responsible for each System, and all Personnel understand to a reasonable degree how the AI / ADMT Systems work including their limitations.
d. Security by Design – Security controls are embedded throughout the lifecycle, including to ensure no improper System use or disclosure of sensitive data.
If any Personnel becomes aware of an actual or potential violation of this policy, or has reason to believe that any of the following has been downloaded to or installed on the Organization's networks, systems, or devices, the Personnel must promptly disclose this fact to the Organization together with all relevant documents and information:
· An unlicensed System, if usage requires a license;
· A System that has not been approved for use according to this policy;
· A System that is used outside of the approved manner or scope;
· A System that poses an identified, unaddressed security risk or contains any material defects or malicious code.
The Organization prohibits any form of discipline, reprisal, intimidation, or retaliation for reporting a violation of this Policy.
If the Organization determines any Personnel, regardless of position or title, has engaged in conduct in violation of this policy, they will be subject to discipline, up to and including termination of employment.


Acknowledgment of Receipt and Review

I, ____________________________ (Personnel name), acknowledge that on __________ (date), I received and read a copy of [Company Name]'s AI Policy, dated [EDITION DATE] ("Policy") and understand that it is my responsibility to be familiar with and abide by its terms. This Policy is not promissory and does not set the terms or conditions of employment or create an employment or other work contract.

	

	______________________________
Signature

______________________________
Printed Name

______________________________
Date





